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1 Introduction 

Generally, middleware is a software layer, which by residing between the operating 
system and application layer in each node, provides new capabilities and facilitates 
development of applications [1]. Obviously, pervasive computing middleware inherits 
general tasks of traditional middleware in distributed systems such as coordination, 
communication, security and tolerance for component failures and disconnections; 
however, there are some factors separating context-aware middleware from traditional 
middleware systems [2], as outlined below: 

• The infrastructure of pervasive computing is different from that of distributed sys-
tems. Besides, heterogeneity is much more here from the standpoint of hardware 
and devices, software and operating systems, and communication networks. In 
pervasive computing, a diverse range of hardware devices and software tools has 
been employed to realize everywhere/ every-time computation vision. 

• The notion of context introduces a major distinction between context-aware mid-
dleware systems and their predecessors in distributed systems. A context-aware 
middleware is responsible for context acquisition from context sources, context 
processing, and context dissemination to the interested applications.  

Research on context-aware middleware has been performed under different titles such  
as architecture, framework, or middleware for context-aware or pervasive systems, infra-
structure or platform for context-aware applications, and even context toolkit [3] or engine 
[4]. Moreover, they originate from different problems and have different capabilities. 

Before designing context-aware middleware the characteristics of the environment 
should be specified. In the ideal situation, a context-aware middleware system, should 
consider multiple domains [5] such as user personal, mobile, social, urban, and ad hoc 
environments and also domains that are physically limited to a geographical zone like 
smart places [e.g. smart room, home, office, university, etc). Each of these domains 
can support a limited kind of context-aware applications; hence the middleware solu-
tion that has been developed for just one specific single domain is very limited in 
supporting general context-aware applications. On the other hand, these domains are 
different in nature, so it seems impossible to design generic context-aware middle-
ware for handling all the domains in an identical way.  
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2 Challenges 

In the multiple-domain environments, handling mobility of entities is a challenging 
issue. Entities such as people, mobile phones, laptops, etc are continuously roaming 
between different domains such as home, office, university, etc. These entities are 
usually sources of contextual data, and sometimes hosts for residing context-aware 
applications (e.g. mobile phone). In either case, they impose new tracing and commu-
nication challenges to the system (especially in distributed architecture). 

Considering the fact that mobile entities roam between different domains and their 
context is produced in different domains imposes that these entities should be recog-
nized by a unique name all over the environment. Most of multiple-domain studies 
ignore this problem by assuming that all the entities already have a unique name, 
which is known all over the system. 

Most of the devices available in the environment are mobile phones and PDAs 
with limited memory, computational, communication and availability capacities. They 
cannot play the role of high performance computers and also may sometimes be inac-
cessible or even off. Therefore, any plan for using them as infrastructure of the mid-
dleware should consider these limitations.  

Handling a dynamic environment is a traditional problem in the distributed sys-
tems. However, a pervasive computing environment is highly dynamic in the meaning 
that devices join and leave frequently and context changes. Some of the devices such 
as mobile phones may be regularly switched off and on. Similarly, some of the con-
text types such as a vehicle’s location, temperature of a room, activity of a person are 
changing continuously and rapidly. 
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